Registering the Microsoft Graph App on the
Microsoft Azure Portal

1. Go to the Microsoft Azure portal at https://portal.azure.com/ and sign in with your Microsoft
Azure account.

2. Under Azure services, select Microsoft Entra ID.
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3. Once the page opens hover on Add and click on App registration from drop down menu.
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4. On Register an application page enter Name of your application (for example
customesignature-graph)

Home > AMP Ventures | Overview >
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*Name

The user-facing display name for this application (this can be changed later).

| rustomesignature-graph\ /l

Supported account types

Wha can use this application or access this £PI?
@ Accounts in this organizational directory only (AMP Ventures only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

() Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype
Xbox)

O Personal Microsoft accounts only

Help me choosze...

By proceeding, you agree to the Microsoft Platform Policies !

5. Select Accounts in this organizational directory only (AMP Ventures only - Single tenant)
option radio button.
By choosing Supported account types, specify who can use the application (sometimes
called its sign-in audience.). Select the option Accounts in this organizational directory only.
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Register an application >

*Name
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Supported account types

ho can use this application or access this API?

Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.q. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

By proceeding, you agree to the Microsoft Platform Policies '

6. Once all above is done, click on Register.



7. After redirect Under Manage on the left side menu, select Certificates & secrets.

8. On the Certificates & secrets page that opens, select Client secrets, and click New client
secret.
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9. Inthe dialog that appears, provide a Description for the new secret, select the period after
which the secret expires, and then click Add.
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10. Copy the secret value and make sure to save it somewhere to access it later because the
secret will not be accessible after you proceed from here.
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Note: Copy the secret value on that step because it will not be accessible after you proceed from

here.

11. Under Manage, on the left side menu, select APl permissions.

12. On the API permissions page that opens, click Add permission.
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Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and consent

I Add a permission I ~/ Grant admin consent for AMP Ventures

AP| permissions I

a

Expose an API

App roles

QOwners

Roles and administrators

Manifest

[dd a permission |5 Name Type Description Admin consent req... Status
v Microsoft Graph (1)
User.Read Delegated  Sign in and read user profile No

To view and manage consented permissians for individual apps, as well as your tenant's consent settings, try Enterprise applications.



13. On the Request API permissions window that appears, double click Microsoft Graph.

Home > AMP Ventures | Overview >

customesignature-graph2

- customesignature-graph2 | APl permissior

& Quickstart
F 4

Integration assistant

Manage

T Branding & properties

3 Authentication
Certificates & secrets

11! Token configuration

-9 APl permissions

& Expose an AP|

App roles
&» Owners
& Roles and administrators

i Manifest

14. Select Application
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What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user.
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Your application runs as a background service or dasmon without a
signed-in user.

Application permissions Your application runs as a background service or daemen
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15. Then, the Permission tree appears below:
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Expand the Group node and select Group.Read.All




e Expand the User node and select User.Read.All
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16. On the API permissions page that opens, do the following steps:

Configured permissions

applications are authorized to call 4PIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and consent

Adda permlss\cnl ~ Grant admin consent for AMP Ventures I

API / Permissions name Type [Grant admin consent for AMP Ventures Admin consent req... Status

~ Microsoft Graph (3)
Group Read.All Application  Read all groups Yes A Not granted for AMP Ve,
UserRead Delegated  Sign in and read user profile Mo
UserRead All application  Read all users' full profiles Yes A Not granted for AMP Ve,

17. Select Grant admin consent for <Organization>, read the confirmation dialog that opens,
and then click Yes.

() Refresh | &' Got feedback?

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in AMP Ventures? This will update any
existing admin consent records this application already has to match what is listed below.

nission, user, or app. This column may not reflect

e The Status value should now be Granted for <Organization>



API / Permissions name Type Description Admin consent req... Status

~ Microsoft Graph (3) wee
Group.Read.All Application  Read all groups Yes @ OGranted for AMP Ventures ===
User Read Delegated  Sign in and read user profile No @ Granted for AMP Ventures s+
User Read Al Application  Read all users' full profiles Yes © Granted for AMP Ventures =+

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,

18. Once Granted go to back to Microsoft Entra ID And search your newly created application
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19. On app registration click on newly created application (customesignature-graph).
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e Copy Application (Client) ID:
e Copy Client Secret (we copied this in Step 10)
e Copy Directory (tenant) ID



20. Paste the above copied values and choose if you would like to turn on or off an automatic
sync with Active Directory every 24 hours and click Continue:

E] Azure AD Application Credentials

n Step

Please, provide the following information after you have set the AD application:

Automatic Signature Update with Active Directory Q

21. Done!



